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ExtractionUpload

• High amount of uploads
• Concurrency
• Untrusted users
• Source of uploads ?
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Upload Extraction

• Timeouts
• Limited format support
• Memory footprint

NOT YOUR USUAL ANALYST WORKSTATION



We need to automatically extract 
firmwares of arbitrary formats, coming 
from untrusted sources, at scale.
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Firmware extraction framework.

Parses unknown files, matching on 
more than 60 different archive, 
compression, and file-system formats.

https://www.unblob.org
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Clear objectives:

• Accuracy

• Security

• Extensibility

• Speed

https://www.unblob.org
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OBJECTIVE 1 : ACCURACY
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BEING ACCURATE IN A WORLD OF EMBEDDED VENDORS 

WITH GREAT FIRMWARE IDEAS™

AKA HOW TO LOSE YOUR MIND IN 6 TO 8 MONTHS
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THE WONDERFUL WORLD OF VENDOR FORMATS
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OBJECTIVE 2 : SECURITY
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Stability

Privileges

Dependencies

Extraction Attacks

Audited third party extraction tools we rely on.

Found path traversals vulnerabilities in:
• jefferson (fixed, took over maintenance)
• ubi-reader (fixed, took over maintenance)
• Yaffshiv (fixed in our fork, reimplemented yaffs 1 & 2 

in unblob)
• binwalk (fixed)
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• Fuzz testing of unblob code base.
• Found and fixed 19 bugs so far.
• Logic bugs on malformed / corrupted files mostly.
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Extraction Attacks

Stability

Privileges

Dependencies

• All our dependencies are documented and locked with
poetry.

• Even better if you use our Nix build.
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Extraction Attacks

Stability

Dependencies

Privileges

• No elevated privileges required.
• Opinionated decision, we can‘t create special files.
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OBJECTIVE 4 : SPEED
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Hyperscan Rust MMAP‘ing
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OBJECTIVE 4 : SPEED
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The team 
behind 
unblob
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AGENDA

1. Getting Started

2. Extraction, Analysis & Reporting

3. Creating a Format Handler

4. Creating a Format Extractor

5. Q&A
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GETTING STARTED

You can start with unblob in 3 different ways:

1. Docker

2. Nix

3. Source
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GETTING STARTED (DOCKER)
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GETTING STARTED (NIX)
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GETTING STARTED (SOURCE)
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LET‘S EXTRACT SOME STUFF !
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UNDER THE HOOD: ARCHITECTURE

Unblob core

⚫ CLI or python library

⚫ Pattern matching & chunk carving

⚫ Plugin & Handler management

⚫ Logging & reporting

⚫ Utility functions (parsing, converting etc.)

Unblob handlers & extractors

⚫ Can be defined in plugins

⚫ Format specific chunk calculation

⚫ Format specific extraction (could use external commands)
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EXTRACTORS

Extracting sometimes require external extractors, in some case also non-standard 
tools that could handle the “creative” extensions of various vendors.

We maintain various extractors:
⚫ jefferson (https://github.com/onekey-sec/jefferson)
⚫ ubi_reader (https://github.com/onekey-sec/ubi_reader)

We maintain various forks of extractors:

⚫ sasquatch (https://github.com/onekey-sec/sasquatch)

Many other extractors are built into unblob.
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CODING TIME!
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FIRST EXTRACTOR

FIRST HANDLER



FUTURE WORK

• Clean report of extraction process in console

• Increase meta-data extraction

• Unknown chunks auto-identification (introspection)

• Additional format support
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CONTRIBUTE !

• Test it on your weirdest files

• Report bugs

• Request support for new formats

• Submit PR for new handlers and extractors
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CONTRIBUTE !
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THANK YOU for your attention.

• Incendiary emails can be sent to research@onekey.com
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