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What are Internet Standards?
Show of hands…

Ï IPv6

Ï QUIC
Ï HTTP 1.1
Ï SVG 2
Ï PNG
Ï this humming thing
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About RFCs
Request For Comments

Ï Not all RFCs are Internet Standards.
Ï Not all standards around the Internet are RFCs.
Ï Internet Standard RFCs are created at the IETF.

Internet Engineering Task Force
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Proposed Standard

RFC by example
RFC 8613, “OSCORE”

https://datatracker.ietf.org/doc/html/rfc8613


Who writes RFCs?
People do.

Last 5 years: 1564 authorships.

Ï 150 from various universities
Ï 114 from Cisco
Ï 98 from Huawei
Ï 54 individuals / indpendent
Ï 48 from Google

Rough numbers. Precise company names vary. Grouping is somewhat arbitrary.
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A document’s lifecycle
Looking at documents around OSCORE (RFC 8613)

https://ieeexplore.ieee.org/document/6583465
https://datatracker.ietf.org/doc/html/rfc8613


draft-seitz-core-sec-usecases-00

First steps at IETF
A draft is written

https://author-tools.ietf.org/iddiff?url1=draft-ietf-core-object-security-16&url2=rfc8613&difftype=--html


Next steps at IETF
First review

https://mailarchive.ietf.org/arch/browse/core/?gbt=1&index=kHvqJ7DYorZGrodabk07u2QLrr0


Starting a draft
in 2023

https://github.com/martinthomson/i-d-template/blob/main/doc/TEMPLATE.md


Fast forward: 2013 to 2018
Shaping up

Ï Working group adoption.
#Change control goes to the working group.

Ï Gathering implementors. Testing interoperability.
Ï Reviews from the working group.
Ï Controversial debate: Do we need that?
Ï Reviews from teams outside the working group.

10 / 14



2018-2019
Are we done yet?

Ï Authors think it is ready.
Ï Working Group Last Call.
Ï Shepherd write-up.
Ï IETF Last Call; more reviews solicited.
Ï IESG discussion and balloting.

Approved.
Ï RFC Editor, IANA actions.
■ Published.
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How much security review is there?
Review depth on demand

https://www.ietf.org/archive/id/draft-ietf-lake-edhoc-19.html#section-8.1-16


Proposed StandardErrata exist

Updated by:
Obsoleted by:

What if we missed something?
RFCs are immutable



Proposed StandardErrata exist

Updated by:
Obsoleted by:

What if we missed something?
RFCs are immutable … but we can plan ahead



Working on a protocol? Consider writing a draft!
Summary

IETF is an open and welcoming organization.

Join the mailing lists, discuss current documents, contribute own ideas!

Thanks for your attention! Discussion; Questions?
Slides are available on the conference website; references are in links in the PDF.

Christian Amsüss
christian@amsuess.com

Image sources: Arduino documentation; IETF; SICS publication database; arxiv.
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\begin{document}

\frame{
  \titlepage
  \pnote{about me\\
  independent software developer focused on embedded networks\\
  active in free software and for now 10y in IETF
  }
}

\begin{frame}{What are Internet Standards?}
  \framesubtitle{\only<1>{Show of hands…}\only<2->{Hum for yes or no…}}

  \begin{itemize}
    \item<1-> IPv6 \only<3->{\textit{is an Internet Standard: \rfc{2460}}}
    \item<3-> QUIC \only<4->{\textit{is a Proposed Standard: \rfc{9000}}}
    \item<4-> HTTP 1.1 \only<5->{\textit{is an Internet Standard: \rfc{9122}}}
    \item<5-> SVG 2 \only<6->{\textit{is a \href{https://www.w3.org/TR/SVG2/}{W3C Candidate Recommendation}}}
    \item<6-> PNG \only<7->{\textit{is specified at W3C but the Informational \rfc{2083}}}
    \item<7-> this humming thing \only<8->{\textit{is an Informational document, \rfc{7282}}}
  \end{itemize}
\pnote{standards about softwaer interfaces\\
\\
  W3C is just as careful about mk official\\
\\
republishing or clarifying sometimes informational
\\
7282 titled "On Consensus and Humming in the IETF"
\\
For today, lumping together PS and IS
  }
\end{frame}

\begin{frame}{About RFCs}\large
  \framesubtitle{Request For Comments}
  \begin{itemize}
    \item Not all RFCs are Internet Standards.
    \item Not all standards around the Internet are RFCs.
    \item Internet Standard RFCs are created at the IETF.

      \footnotesize{\href{https://www.ietf.org/}{Internet Engineering Task Force}}
  \end{itemize}
  \pnote{IETF: open organization, participation based\\
  make the Internet better\\
  \\
  introduce to it by showing how work done
  \\
  not all RFC are std, not even all by IETF/def\\
  \\
  more than IETF and RFCs\\
  today: RFCs no matter level}
\end{frame}

\fullimage[RFC by example][\rfc{8613}, ``OSCORE''\pnote{
structure similar to academic papers
\\
abstract, status (PS, consensus), copyright,\\
ToC, intro, content (typ. incl. seccons,\\
IANA considerations), references
}]{oscore-overview.pdf}

\begin{frame}{Who writes RFCs?}\large
  \framesubtitle{People do.}
  \href{https://datatracker.ietf.org/stats/document/author/affiliation/?time=5y&type=rfc}{Last 5 years}: 1564 authorships.
  \bigskip

  \begin{itemize}
    \item 150 from various universities
    \item 114 from Cisco
    \item 98 from Huawei
    \item 54 individuals / indpendent
    \item 48 from Google
  \end{itemize}
  \vspace{1cm}
  \footnotesize{Rough numbers. Precise company names vary. Grouping is somewhat arbitrary.}
  \pnote{affiliations declared,\\but irrelevant for decision processes}
\end{frame}

\fullimagelink[A document's lifecycle][Looking at documents around OSCORE (\rfc{8613})
\pnote{
tried, thought, experimented\\
how to do it better (tokens to establish PSK)\\
wrote a paper\\
\\
and bring to IETF
  }
]{beginning.pdf}{https://ieeexplore.ieee.org/document/6583465}

\fullimagelink[First steps at IETF][A draft is written
\pnote{}
]{diff.pdf}{https://author-tools.ietf.org/iddiff?url1=draft-ietf-core-object-security-16&url2=rfc8613&difftype=--html}

\fullimagelink[Next steps at IETF][First review\pnote{
  wg: organizational unit with own mailing list,\\
  own charter, and 2-3 chairpersons\\
  public list\\
  \\
  meetings 3x a year, remote participation possible
  \\
  maybe anecdote -- welcoming environment: one of\\
  first chats on day before IETF96, Ralph Droms,\\
  "yeah mistakes happen, had to do an updating RFC\\
  on DHCP in the month it was published"\\
  \\
  early phase: Scoping, initial formats; 'prevent\\
  "solutions looking for a problem"', gathering\\
  input from users
}]{venues.pdf}{https://mailarchive.ietf.org/arch/browse/core/?gbt=1&index=kHvqJ7DYorZGrodabk07u2QLrr0}

\fullimagelink[Starting a draft][in 2023\pnote{
  register\\
  \\
  note-well: license to use as conttribs,\\
  tell if know of patents\\
  \\
  clone template, fill fields,\\
  describe protocol\\
  \\
  upload via actions
}]{own.pdf}{https://github.com/martinthomson/i-d-template/blob/main/doc/TEMPLATE.md}

\begin{frame}{Fast forward: 2013 to 2018}\large
  \framesubtitle{Shaping up}

  \begin{itemize}
    \item Working group adoption.

      \caution Change control goes to the working group.
    \item Gathering implementors. Testing interoperability.
    \item Reviews from the working group.
    \item Controversial debate: Do we need that?
    \item Reviews from teams outside the working group.
  \end{itemize}
\end{frame}

\begin{frame}{2018-2019}\large
  \framesubtitle{Are we done yet?}

  \begin{itemize}
    \item Authors think it is ready.
    \item Working Group Last Call.
    \item Shepherd write-up.
    \item IETF Last Call; more reviews solicited.
    \item IESG discussion and balloting.
    \item[\emoji{tada}] Approved.
    \item RFC Editor, IANA actions.
    \item[\blacksquare] Published.
  \end{itemize}
  \pnote{pub: set in stone}
\end{frame}


\fullimagelink[How much security review is there?][Review depth on demand\pnote{
  OSCORE: Using COSE primitives\\
  \\
  EDHOC: New key exchange, 5 indep papers\\
  \\
Is it secure?\\
  \\
  Reviewers: Good enough\\
  (reviewing level >= TLS)\\
  \\
  for application: case-by-case\\
  impl!\\
  \\
  EDHOC is past WGLC, maybe RFC this year
}]{reviews.pdf}{https://www.ietf.org/archive/id/draft-ietf-lake-edhoc-19.html\#section-8.1-16}

\fullimage[What if we missed something?][RFCs are immutable\only<2->{ \ldots{} but we can plan ahead}\pnote{
  metadata\\
  \\
  errata, update, retiring
  \\
  extension points: methods, algorithms,\\
  eg. ASCON? next talk
  \\
  LAST SLIDE!
}]{oscore-volatile.pdf}

\begin{frame}{Working on a protocol? Consider writing a draft!}\large
  \framesubtitle{Summary}
  \pnote{can take time but well spent}

  IETF is an \href{https://www.ietf.org/about/participate/tao/}{open and welcoming organization}.

  \bigskip

  \href{https://www.ietf.org/how/lists/}{Join the mailing lists},
  discuss \href{https://datatracker.ietf.org/doc/recent}{current documents},
  contribute own ideas!

  \pause
  \vspace{1cm}

  Thanks for your attention! Discussion; Questions?

  \footnotesize Slides are available on the conference website; references are in links in the PDF.\large

  \bigskip

  \raggedleft
  Christian Amsüss

  \href{mailto:christian@amsuess.com}{\texttt{christian@amsuess.com}}

  \vspace{1cm}

  \raggedright
  \footnotesize Image sources: \href{https://docs.arduino.cc/static/8891fa4c3fff65f2186a38601788212c/image.svg}{Arduino documentation}; \href{https://datatracker.ietf.org/}{IETF}; \href{http://eprints.sics.se/}{SICS publication database}; \href{https://arxiv.org/}{arxiv}.
\end{frame}
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