


You wouldn't STEAL a CAR?
security in automotive control units
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https://torrentfreak.com/sorry-the-you-wouldnt-steal-a-car-anti-piracy-ad-wasnt-pirated-170625/
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https://www.youtube.com/watch?v=3Wd4H91qfso



Classification: Confidential Image: https://kentindell.github.io/2023/04/03/can-injection/SBA Research



9SBA Research original image: https://kentindell.github.io/2023/04/03/can-injection/



19

Example: AutoSAR, Platform, Chip, Software

SBA Research

Image: Specification of CAN Interface AUTOSAR CP Release 4.3.1, p11

between 70 and 100 ECUs being installed in every 
modern vehicle



20SBA Research

system/module

supplier

component supplier 

(pcb/software stack)

chips, platforms
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ISO 26262, https://www.iso.org/obp/ui/#iso:std:iso:26262:-9:ed-1:v1:en
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CSMS

TARA

Updates

Updates
Lane Assist /

Autonom.

The road to AV approval - A Cybersecurity Perspective, Abid, Budke, Tüv Süd
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ISO/SAE 21434:2021
ANNEX G: EXAMPLE USE CASE 

AND WORK PRODUCTS: 

HEADLAMP SYSTEM

Threat Model and Risk Assess the final 
Product

ISO/SAE 21434:2021, Table G.8, p.89
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https://github.com/shipcod3/mazda_getInfo

https://www.mazda3revolution.com/threads/the-infotainment-project.57714/
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https://github.com/shipcod3/mazda_getInfo
https://www.mazda3revolution.com/threads/the-infotainment-project.57714/
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https://unlockcarsgrabber.com/product/ast-unlock-pro-jbl-car-unlocking-emergency-start-for-toyota-lexus/
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engineers/researchers

tool vendors

tuners

you?
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Threat Model

SBA Research

getting inside the car
doors, metal, key fob (IMS 
band), CAN bus

starting the engine
immobilizer, key fob 
(RFID), CAN bus
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Cloning of the Chip

SBA Research

https://www.youtube.com/watch?v=JmcxyVachho
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Immobilizer

SBA Research

https://media.ccc.de/v/konferenz_mp6_og_-_2013-07-05_17:00_-_car_immobilizer_hacking_-_karsten_nohl_-_5034
Karsten Nohl nohl@srlabs.de

https://media.ccc.de/v/konferenz_mp6_og_-_2013-07-05_17:00_-_car_immobilizer_hacking_-_karsten_nohl_-_5034
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open door key valid
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The CAN frame

SBA Research

Image: https://en.wikipedia.org/wiki/CAN_bus
ID data
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CAN Interfaces

Professional use:

• Intrepid ValueCAN

• Vector Can Case

SBA Research

Budget lab:

• USBTin

• Raspberry PiCAN

Intrepid ValueCAN Vector Can Case Peak PCAN-USBc USBTin PiCAN
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Oscilloscope

Setup for Research

ID data

Instrument cluster (SUT)

power supply

CAN interface

logic analyzer

Tester PC
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Demo: Cangen / Canalyzat0r (Fuzzing)

SBA Research
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Demo: Trigger Indicators with Scapy

SBA Research
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https://torrentfreak.com/sorry-the-you-wouldnt-steal-a-car-anti-piracy-ad-wasnt-pirated-170625/

TUNE THE CAR
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Image: https://www.csselectronics.com/pages/uds-protocol-tutorial-unified-diagnostic-services

Diagnostic communication over 
Controller Area 
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Diagnostics (UDS over CAN ISO 14229-3)

SBA Research

VCDS Ross Tech https://www.ross-tech.com/vag-com/

Image: https://www.influxbigdata.in/post/uds-unified-diagnostic-services-protocol-iso-14229-pdf



WARNING:
- do testing of hardware with a trained electrical engineer
- don‘t do this on your car [on the streets]
- manipulation could harm your car, your equipment or your
personal health and safety!

SBA Research
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Demo: Diagnostics with VCDS

SBA Research



54SBA Research https://www.csselectronics.com/pages/uds-protocol-tutorial-unified-diagnostic-services
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UDS Security Access Challenge Response

Evaluation of Vehicle Diagnostics Security – Implementation of a Reproducible Security Access, Martin Ring, Tobias Rensen and Reiner Kriesten (2014), p.204
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Demo: UDS Security Access 
Wireshark/Scapy

SBA Research
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JTAG interface

SOC

CAN interface

power supply
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Side Channel Attacks and Debug Interfaces

JTAG access on the PCB https://www.youtube.com/watch?v=kynXjan7O0Q&t=1s
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https://torrentfreak.com/sorry-the-you-wouldnt-steal-a-car-anti-piracy-ad-wasnt-pirated-170625/

FIX THE VULNERABILITIES
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Generic Solution Pattern: Zoning

• how small should the zones be?

• how are zones implemented? vlan, physical

• what is filtered? 

• how is the wireing affected? cost, weight, assembly

• how is real time behavior affected?

• is this feasable in a complex supply chain?
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Generic Solution Pattern: Access Control

• who defines the access control architecture?

• who configures the rules on all devices?

• is this possible across multiple vendors?

• who is allowed to troubleshoot?

• what equipment is needed?

• how is a person/equipment authenticated?

• fail safe or sail secure?
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Generic Solution Pattern: Cryptography

• who generates keys? how are keys renewed?

• diversity of keys: fleet/device/car/owner?

• what algorithm should we be using (post-quantum)?

• who (official/unofficial repair shops) gets the keys?

• who can debug encrypted traffic?

• how does this effect safety and realtime behavior?

• how are keys stored? in firmware, TPM, TPE?

• what happens with updates?
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People, processes technology

Engineering / 
Manufacturing / Supply 

chain

Runtime / Usability / 
Safety / Availability

Maintainability /
Troubleshooting



Classification: Confidential

https://unlockcarsgrabber.com/product/ast-unlock-pro-jbl-car-unlocking-emergency-start-for-toyota-lexus/
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engineers/researchers

tool vendors

tuners

you?
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CSMS

TARA

Updates

Updates
Lane Assist /

Autonom.

The road to AV approval - A Cybersecurity Perspective, Abid, Budke, Tüv Süd

How can it be verified or proven?
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The road to AV approval - A Cybersecurity Perspective, Abid, Budke, Tüv Süd
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Outlook

• Software-Defined Vehicle

o less cables, less ECUs, less weight

o High Performance Computer (HPC)

o Adaptive AUTOSAR (virtualized)

• Data exchange with Cloud services

• Automotive Ethernet instead of CAN?

• Updates Over-the-Air + Firmware (FOTA)

SBA Research
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References and further reading
• Socket CAN

o https://docs.kernel.org/networking/can.html

• Can-utils

o https://github.com/linux-can/can-utils

• CANalyzat0r

o https://github.com/schutzwerk/CANalyzat0r

• Caring Caribou

o https://github.com/CaringCaribou/caringcarib

ou

• Scapy CAN layer

o https://scapy.readthedocs.io/en/latest/api/sca

py.layers.can.html

• Raspberry Pi/PiCan 3 shield

o https://buyzero.de/products/pican-3

• ICSim

o https://github.com/zombieCraig/ICSim

• Automotive Security Research Group (ASRG)

o https://asrg.io/

SBA Research
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Reinhard Kugler

MATRIS Applied Research Consulting

SBA Research

Floragasse 7, 1040 Vienna

rkugler@sba-research.org
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